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complexity and diversity of cyberattacks. With deep learning (DL) methods,

Accepted: 16/08/2025 the presented study aims to build an integrated framework that raises the

Published: 10/04/2026 intrusion detection accuracy and generalizability across several data sources.
KeYWOI‘dS: In this work, three well-known datasets, UNSW-NB15, NSL-KDD, and
IDS, CNN, DL, ML, CICIDS2017, have been utilized. The suggested approach uses convolutional
Multimodal, RF. neural networks (CNNs) to extract deep features from such datasets.
Corresponding Author Dimensionality is reduced and irrelevant features are eliminated using

principal component analysis (PCA). Combining the three datasets using a
E-mail: Nuha.F.abdEl- multimodal deep autoencoder (MDAE) extractsa new dataset. Final
majeed4238@st.tu.edu.iq classification utilizes random forest (RF) technology, efficiently and precisely
Mobile: 07705142324 classifying network traffic using combined data. Supported by high precision,

F1 score, and recall of 99.9%, evaluation findings show an excellent accuracy
of the model of 99.9%. These results show how well modern classification
algorithms, feature extraction, and multi-modal data fusion methods can be
combined to create a sophisticated intrusion detection model capable of
efficiently and consistently defending against challenging attacks.

Introduction:

Rising diversity and complexity of cyberattacks have made IDS more critical than ever [1].
These technologies are indispensable for protecting networks and private data from threats such
as unauthorized access attempts, data leakage, and other malicious activities [2]. The three primary
types of IDS are anomaly-based systems (AIDS), signature-based systems (SIDS) [3], and hybrid
systems (HIDS). Their deployment location in network-based systems (NIDS) [4], and host-based
systems (HIDS) allows for another division as well [5]. Particularly, machine learning (ML) [6]
approaches and artificial intelligence (Al) have evolved into powerful tools for improving IDS
performance and accelerating digital transformation [7]. These systems' capacity to dynamically
detect anomalies in network traffic [8] helps them to adapt to new threats. In the case of dealing with
multidimensional data [9], on the other hand, creating such systems presents significant difficulties
that call for more advanced methods, such as DL. DL, especially CNNs [10], which are
extraordinarily adept at detecting complex patterns in unstructured data [11], helps IDSs achieve
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greater success. Moreover, such models enable automatic attack detection by eliminating the need for
conventional feature engineering techniques, thereby enhancing system accuracy and reducing the
necessity of expert intervention [12].

Moreover, they are ideal for assessing real-time data streams, thereby enhancing the capacity
of security systems [13] to react quickly to new threats [14]. This work presents a comprehensive
intrusion detection model that combines multi-source feature fusion using an MDAE with CNN
feature extraction. The suggested approach uses dimensionality reduction and feature
selection techniques, including PCA, to raise data quality and lower noise. An RF classification
method was applied because of its high-accuracy classification abilities and efficiency in handling
complex data. Three often utilized datasets, UNSW-NB15, NSL-KDD, and CICIDS2017, have
been used to validate the suggested model's efficacy. The findings showed great accuracy and
promising possibilities to raise 1D performance in dynamic environments.

Related works:

DL-based IDSs have proliferated recently to handle increasingly complex cyber threats [15].
MDAEs and long short-term memory (LSTM) networks are combined in a sequential, multimodal
intrusion detection model suggested here. On the NSL-KDD, UNSW-NB15, and CICIDS2017
datasets, our work attained 96% and 88% accuracy in multi-class and bi-class classification tasks,
respectively [16]. In another study [17], using the KDD'99 dataset, a CNN was employed to identify
malicious network traffic, achieving an accuracy and sensitivity of 97% and 93%, respectively.
However, due to low specificity (25%), the model exhibited a high false positive rate, and its use of
an outdated dataset limited its ability to detect complex attacks. In [18], a CNN-based intrusion
detection system (IDS) was developed by introducing innovative preprocessing techniques for
heterogeneous environments such as the Internet of Things and industrial control systems. Field-to-
pixel encryption enabled learning of convolutional features directly from protocol-specific metadata.
Although effective on the NSL-KDD dataset, the reliance on protocol knowledge reduced its
generalizability across diverse networks. In [19], the model addressed class imbalance by converting
one-dimensional vectors to two-dimensional images, enabling improved feature correlation across
CNNs. The model was tested on NSL-KDD and CSE-CIC-1DS2018, achieving competitive results;
however, it suffered from increased computational demand, making immediate deployment difficult.
Similarly, in [2], a unified OCNN-HMLSTM model was proposed, combining optimized CNNs for
spatial feature extraction and hierarchical LSTMs for temporal modelling. The model achieved an
accuracy of over 90% on the NSL-KDD, IsSCX-IDS, and UNSW-NB15 datasets. However, high
complexity and long training times were noted as drawbacks. In IoT environments [20], a few-shot
CNN-IDS vulnerability detection system targeting zero-day threats was developed. The model was
trained on UNSW-NB15 and Bot-loT, achieving improved detection rates of 3-8%. However, its
generalizability to large-scale or imbalanced datasets remained limited. In [21], a DCNN-based
vulnerability detection system for IoT was proposed, utilizing feature engineering on NSL-KDD and
incorporating cloud-aware loss functions to enhance performance. While strong results were
achieved, balancing privacy and computational efficiency proved to be a significant challenge. In
[22], an attention-based CNN was introduced to prioritize feature importance over 2D image
representations, achieving fast and accurate detection on the CSE-CIC-1DS2018 dataset. However,
the computational cost limited its deployment in constrained environments. In [23], CNNs and MLPs
were utilized with feature selection via XGBoost and Pearson correlation, achieving 94% accuracy
on the CIC-1DS2017 dataset. Although the simplification process was effective, it slightly reduced
accuracy due to the loss of features. In [24], DCNNs trained on the ISCX-IDS 2012,
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CICIDS2017/2018, and Kaggle DDoS datasets were utilized, achieving an accuracy of up to 100%.
However, performance deteriorated in highly imbalanced scenarios, leading to rare attack types being
missed. In [25], an ANN was designed using the NSL-KDD dataset with a custom architecture via
Keras, achieving 97.5% accuracy and outperforming multiple baseline models. However, reliance on
a single dataset limited the model's real-world applicability. In [26], SHM was presented, a hybrid
anomaly detection framework that leverages 1D and 2D CNNSs to analyze sensor signals. Despite its
95.1% accuracy, limited robustness to distributional transformations and anomaly generalization
were observed. In [27], web threat detection focused on integrating semantic features from URL data
using CNNs. The model achieved 99.16% accuracy across three datasets, although domain-specific
feature mapping hindered generalizability. In [28], real-time cloud intrusion detection was addressed
using CNNs and Random Forest (RF) feature selection on the CSE-CIC-1DS2018, achieving high
accuracy and an F1 score of 97.52%. However, the high computational cost limits its applicability in
resource-limited environments. In a later study [29], RF was applied to reduce the features of the
UNSW-NB15 dataset before feeding it into a CNN, achieving an accuracy of 99.00%. However, the
careful selection of features may have affected the detection of new threats, and using a single dataset
limited generalizability.

Combining DL and ML approaches into a complete framework, the presented study attempts
to create a multimodal prediction model to enhance the performance regarding IDSs. Three
benchmark datasets, UNSW-NB15, NSL-KDD, and CICIDS2017, form the basis for the
suggested model. The technique begins with preprocessing tasks, including normalization
and encoding, and then utilizes CNNs for feature extraction. Following an MDAE, the three datasets
are merged to produce a new dataset. PCA can be defined as a dimensionality reduction and feature
selection method utilized to lower complexity and raise classification efficacy. The RF model is
applied due to its outstanding classification performance and ability to handle complex data. The aim
is to offer a consistent and efficient threat detection methodology for many types of network
environments. Model performance is assessed using recall, F1 score, and precision measures.

Methodology:

This work aims to enhancethe efficiency of IDS through advanced approaches,
including dimensionality reduction, feature extraction, and classification improvement. Figure 1
illustrates the overall framework of the proposed technique steps.
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Fig.1 The proposed methodology

Dataset Description

Datasets are crucial for developing and assessing IDSs, as they verify the capacity for
detecting and training malicious activities. Three of the most often utilized reference datasets in
intrusion detection have been applied in this work:
* NSL-KDD: This dataset has been developed to solve problems, like uneven sample representation
and data redundancy, enhancing the 1999 KDD Cup dataset. With 43 distinct features that
characterize connection characteristics, protocol type, service, and attack type, the dataset is fit for
assessing performance in semi-realistic environments. It also has over 125,973 samples.
 UNSW-NB15: Real-world network conditions were simulated in an advanced simulation
environment. These are among the most varied and current datasets. This approach is ideal for
evaluating models' ability to distinguish among various patterns. It offers 45 attributes,
including information on protocols, ports, sessions, and network behaviours, and comprises 82,332
samples split into several categories of attack and usual activity. This article addresses a wide range
of attack scenarios, from brute force attacks to denial-of-service (DoS and DDoS) attacks, as well as
normal traffic.
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» CICIDS2017: This dataset offers a comprehensive account of actual network traffic. Comprising
79 attributes and approximately 225,745 samples, it is a well-established standard for evaluating
IDS performance in today's advanced settings.

Data Preprocessing

Three benchmark datasets, UNSW-NB15, NSL-KDD, and CICIDS2017, used in intrusion
detection, are pre-processed using the suggested approach. In this phase, label encoding transforms
class properties into numerical representations, and a normalizing technique is used to
normalize numerical data within the range [0, 1]. This phase aims to ensure that the data meets the
criteria of the deep model and accelerates the learning process.

Feature Extraction Using Convolutional Neural Networks (CNNs)

Features are extracted following preprocessing by feeding data from each dataset into a
distinct CNN that is able to identify trends in network traffic. The dimensions of the input data are
changed to satisfy CNN architectural criteria using pooling, convolution, and fully connected layers.
This architecture captures the spatially accurate characteristics required to identify attacks and cyber
threats. To extract features in an abstract manner, we applied the 1D CNN model separately to each
dataset. The architecture is:

* Input shape: (number of examples, number of features, 1).

* Conv1D: 64 filters, kernel size=3, ReLU activation.

* MaxPooling1D: pool size=2.

* Flatten layer.

* Dense layer: 128 units, ReLU.

* Dropout: 0.5.

» Feature extraction layer: Dense (64), ReLU

* Output layer: Dense (number of input features), linear activation.
* Loss: MSE; Optimizer: Adam.

Feature Selection and Dimensionality Reduction

High dimensionality in the obtained features is addressed by a dimensionality reduction
method, PCA, which also addresses redundancy. The PCA is performed on each dataset
independently to lower the dimensionality of the CNN-extracted features while retaining the
meaningful variance. We retained the top 20 components, which account for 95% of the cumulative
variance. This approach reduces noise and enables the model to focus on the most critical features,
thereby enhancing model performance.

Multi-Source Feature Fusion Using MDAE
Three reduced feature datasets are fused wusing an MDAE, creating a new,
comprehensive dataset. These fusions enhance model accuracy and generalizability across various
attacks. The MDAE architecture:
* Input: Input-dim.
* Encoder:
0 Dense (64), ReLU.
0 Dense (32), ReLU.
* Decoder:
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0 Dense (64), ReL.U.

0 Dense (Input-dim), Linear.
* Loss: Mean Squared Error.
* Optimizer: Adam.

* Epochs: 10.

* Batch size: 256.

Classification Using Random Forest (RF)

Following feature fusion, the main classification used is the RF model. One of the most
powerful and reliable ML techniques, the RF aggregates the outputs of several decision trees by
voting and generates more accurate results. This approach lessens the likelihood of overfitting and
helps to effectively manage complex multimodal data. The classification is done using a Random
Forest (RF) classifier:

» Number of estimators: 100.
« Max depth: None (nodes are expanded until pure).
* Criterion: Gini.

Experimental Setup
« Hardware: Intel Core i5-7200U, 16 GB RAM, Intel HD Graphics 620 (8267 MB).
» Software: Python 3.11, TensorFlow 2.13, Scikit-learn 1.3.0, NumPy, Pandas.

Results and Discussion

With high efficiency, the suggested intrusion detection model proved outstanding
performance over various evaluation criteria. First, using CNNs to extract features from three well-
known intrusion detection benchmark datasets (UNSW-NB15, NSL-KDD, and CICIDS2017), the
suggested model precisely reflects hidden structures in the data. PCA was applied to solve the high
dimensionality problem and eliminate redundancy, enhancing classification accuracy. Combining the
three datasets using an MDAE produced a new dataset that nonlinearly reflects the structural variety
in the data. After that, an RF model was trained on this set to enhance performance. With a
classification accuracy rate of 99.9%, high precision, high recall, and an F1 score of 99.9%, the data
provided in Table 1 highlight the outstanding predictive ability of the model. The model, built on the
RF algorithm, demonstrated high performance in accurately and reliably classifying intrusion cases,
effectively distinguishing between healthy cases (91901 true positives and 38251 true negatives) and
attacks with a very limited number of errors (63 false positives and 0 false negatives). With
significantly lower false negative and false positive rates, the confusion matrix shown in Figure 3
demonstrates the model's flexibility and reliability in distinguishing between "malicious™ and
"correct” actions. Built on multi-modal fusion methods, DL, and classification, the suggested model
performs with higher accuracy and stability than conventional models, depending on single-source
inputs or shallow classifiers. The results show that the RF model can effectively solve the problems
presented by high-dimensionality and heterogeneity of network data distribution, employing
nonlinear multi-source data fusion employing MDAE. This enables the design of more reliable and
intelligent IDSs in challenging environments. Figure 2 shows the frequency graph of the new data.
Our model uses three diverse datasets, simulating a wide range of attack scenarios. However, real-
time generalization on live network streams remains future work. Deployment on streaming
platforms, such as Apache Kafka, is recommended. Table 2 shows the assessment of the contribution
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of each component of the proposed model to the overall performance. Table 3 presents a comparison
of the proposed model with the latest methods from related studies.
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Table 1: Evaluation metrics.

Sequence Metrics Performance
1 Accuracy 99.9%
2 Precision 99.9%
3 Recall 99.9%
4 F1-score 99.9%
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Table 2: To assess the contribution of each component of the proposed model.
Experimental Setup Remarks

Full model High performance with all
(CNN+PCA+MDAE+RF) components.
Performance drops due to redundant

Without PCA
features.

Without CNN Significant degradation in feature
quality.

MDAE+RF Only Acceptable performance, but lower
than full model.
RF on raw feature only Low performance baseline.

Table 3: Comparison.
Reference Model Dataset
[19] CNN NSL-KDD, CSE-CIC-IDS2018.

2] OCNN-HMLSTM NSL-KDD, ISCX-IDS, UNSW-

NB15.
[20] CNN-IDS UNSW-NB15, Bot-IOT.
[24] DCNN [SCX-IDS2012, CICIDS2017,
CICIDS2018.

This CNN+PCA+MDAE+RF NSL-KDD, CICIDS2017,
work UNSW-NB15.

Conclusion

This paper offered a successful and comprehensive framework for network intrusion detection
through combining DL and ML techniques with a multimodal method. Features from three typical
datasets were extracted using CNNs under the suggested approach. After that, dimensionality was
reduced using dimensionality reduction methods, such as PCA, thereby enhancing performance. The
three datasets were combined to produce a new dataset using an MDAE. The three datasets
were combined, and an RF classification model was trained using the resultant data. With an
outstanding classification accuracy of 99.9% and remarkable performance measures, including F1
score and recall, evaluation findings showed the model's capacity to distinguish between malicious
and benign actions in complex network environments. Unlike conventional single-source solutions,
this paradigm claims adaptability with heterogeneous data and enhanced generalization ability.
MDAE helps to create a robust model to understand several network traffic patterns by tackling the
problems presented by several data sources. These findings show the possibility of using a multi-
modal method based on DL to improve IDS performance. To create more resilient and

responsive systems in the future, utilizing continuous learning approaches, immediate deployment of
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models, and integrating more advanced architectures is recommended to address increasingly
expanding and complex cyber threats.

Limitations and Future Work

* Real-time deployment and incremental learning were not implemented.

 Deep models require significant computational resources.

* Future directions include transformer-based fusion, lightweight CNNs, and deployment in cloud-
native systems.
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